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Sir,
With reference to the subiect cited above I am submitting herewith the syllabus of

alternative course to MOOC course of Computcr Science and Applications for necessary

action at your end.

Yours S incerely.

Hcad, P.G. Dcpt. of CSA
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Cornl)u tcr Scieurc nnd Apl)lications
Al(clnxli\ r.: to I\lOO( ( ourst
Suhjat r .'ltunL; Etltie'ul Ilutking
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lrlt!()duc1i(ln to r:thical h cLin-r.r. I undarirenlals ol conrnulcr rtel\ttrliing. I CI) ll) frol()col 5tacL.

lP addlessing and routirrg. 
-l-f'l'and tll)l'. II'subrcls. IlouliDi.l prolocols. lnslrrllatiorr r-rl-allackcr and

\ icl inl 5\ stenr. lnlo|m ation galherir!:- u hois. hos1. d ig. d nsenum. and NN{A l) lool. VLrInerabilitl

scanning using NMAI) and Ncs<us. (ireating a scculc hacking cnvironmcnt. S) slcrn llaeking:

pitss\\ord ctackin{. privilcsc escrlation. application c\!'cLItiotl. N4alrvate and Virus. ARI'spoofing and

I\4AC a1lack.

I Init-II

Vulnerability scanning using NMAP and Nessus. Creating a secure hacking environntenl Syslem

llacking: password cracking. privilege escalation. application execution. Malwarc and Vin:s. ARP

spoofing and MAC attack. Introduction to cryptograph)'. plivate-key encryption. and public-key

encry'ption. Cryptographic hash firnctions, digital signature. and certificate applicalions.

Stc'ganography. biometlic authentication. netrvork-based attacks, DNS. and Email security'.

UnitJII

Packet sni{ling using Wireshark and Burpsuite. password attack using Burp Suite. Social engineering

altacks and Denial of servicc attacks. Elclnents of hardware secutity: side-channel attacks, physical

inclinablc ltnctions, hardware trojans. Different types of attacks using the Metasploit framervork:

passrvord cracking. privilege escalation. remote code cxecution. etc. Attack on web seryers: passrvord

anack. SQL injection. cross-site sclipting.

Refer.ence Books
l. "Hacking: The Art of Exploiration" by Jon Erickson- 2"d Edition, No Starch Press

2. "The Basics ofllacking and Penetration Testing" by Patrick Engebretson, 2"d Edition,

Syngress

3. "The Hacker Playbook 2" by Peter Kim. l't Edition. Independently Published

4. "Hacking Exposed 7: Network security secrets and solutions" b-v MCCLURE. 7'h Edition,

MC-Cra*hill Education India ltd.

5. "The Grey Hat llacking: The Ethical hackers handbook" by Allen Harper. 3'd Edition. Tata

MC-Grawhill Education Ltd.


